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Release Overview
Intel is announcing the 21.110.1.1 Production Version (PV) release of the Intel®
PROSet/Wireless WiFi Software.

» This version is a PV-HF version to support KBL, GLK, CNL, CFL, WHL, AML, CML, ICL, LKF platforms. This version is a
maintenance release that addresses known issues reported in previous software versions

» This software package includes updates in the 21.110.1.1, 21.80.8.1, 20.70.18.2, 19.51.30.1 drivers for the following
devices: StP, SdP, WsP,SfP, HrP2, CcP2, ThP2, JfP2, JfP1

» This release contains certified drivers for Windows 10 October 2018 Update (RS5), for Windows 10 April 2019
Update (19H1) and for Windows 10 May 2020 Update (20H1)

* This release was validated also for Windows 10 November Update (19H2)
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General Information

WiFi Software Build - Supported Hardware

*  WiFi TIC PHWFWO01690_21.110.1.1

* Includes 21.110.1.1 for Win10 20H1 (JfP1/JfP2/CcP2/HrP2)

* Includes 21.80.8.1 for Win10 RS5/19H1/20H1 (JfP1/JfP2/ThP2)
* Includes 20.70.18.2 for Win10 RS5/19H1/20H1 (WsP/SfP)

* Includes 19.51.30.1 for Win10 RS5/19H1/20H1 (StP/SdP)

Tested Platforms

Lakefield (LkF)

Sky Lake (SkL)

Kaby Lake (KbL)

Kaby Lake refresh (KbL-R)
Apollo Lake (ApL)

Broadwell (BDW)

Gemini Lake (GLK)

Gemini Lake Refresh (GLK-R)
Cannon Lake (CNL)

Coffee Lake (CFL)

Whiskey Lake (WHL)

Amber Lake (AML)

Ice Lake (ICL)

Comet Lake (CML)

Tiger Lake for testing purposes only

(see layout slide for more details)

* Harrison Peak2 (HrP2)/AX201

* Cyclone Peak 2 (CcP2)/AX200

e Thunder Peak2 (ThP2)/9260

» Jefferson Peak2 (JfP2)/9560

e Jefferson Peak1 (JfP1)/9461/9462
¢ Windstorm Peak(WsP)/8265

* Sandy Peak (SdP)/3168

* Snowfield Peak (SfP) / 8260

e QOak Peak (OkP)/18265

* Douglas Peak (DgP)/18260 (WiGig)
* Maple Peak (MpL)/17265 (WiGig)

e Stone Peak 2 DO (StP2)/7265

e Stone Peak 1 (StP1)/3165

Supported Operating Systems (see layout slide for more details)
* Window 10
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21.110 Version Release — WiFi Package Layout

» The BIli§ areas indicate the new SW in this release
(21.110.1.1).

mmzm:— ST PULSAR DRIVER BRANCH-OUT

CCPZ AX200 Branch-out starting in release v21.90 (1 )]

Quasar+ Current model After branch-out
JfP1/9461/9462

Quasar+ JfP2/9560

JfP1/9461/9462
Pulsar + JfP2/9560
ThP2/9260

Pulsar — JfPx

W 05 SYS

WsP/8265
SfP/8260
SdP/3168

StP1/3165
(StP2-D/7265 |

Dark font - Integrated Wi-Fi
Green - Futureaddition |

1. Please note: Since 21.110 and 21.80 drivers use same inf, device manager properties will show 21.110.1.1 driver. Relevant sys file
(netwtw08.sys-21.80.8.1) shown at “driver file details”. See example slide in backup
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Corrected Customer Issues since 21.90.3.2

21.110.1.1 driver only
Ky ] swmay | _HW | IssueType |

[CML-U][19H2]In PCManager to reload the customer specific sharing app with cell phone, the PC side reload take

Uil aer long and after finish, to check the log include SoftAP create twice, one fail, another create in 2.4G. Gl FurederEliy
WIFI-36256 [CML_][‘I 9H1]The WiFi direct connection transmission speed drops to 1/4 of that before the connection when the CcP HrP Performance
mobile phone is connected to the 2.4G AP.
WIFI-54740 [TGL] BSOD 0x50 occurred during power on CcP,HrP Assert/BSOD
WIFI-54647 [AX200] “Fast Startup” test result fail measured by MSFT “Windows Assessment and Development Kit” CcP,HrP Functionality
- | H . 1 .
WIFI-54642 [TGL-U][BSOD 0xd1] [NetwtwO8!DeviceControlLayer:ImagelLoaderPciBase:onChunkLoaded+0xb0] BSOD CcP HrP Assert/BSOD

occurred after system enter MS via closed lid more than 1 hour.
WIFI-38613 [BSoD_0xD1][Netwtw08!DeviceControlLayer]BSoD occur while press F8 to turn on/off Airplane mode test CcP,HrP Assert/BSOD
[TGL][20H1][BSoD_0xD1][Netwtw10!DeviceControlLayer]system hangup and BSoD Dump point to wifi while MS

WIFI-56861 stress ping test CcP,HrP Assert/BSOD
WIFI-54630 [CML] The wlan upload speed is slow after resume from S0i3 CcP,HrP Performance
WIFI-55249 Cannot enable D3Cold by WifiDrvO8Customizations.inf CcP,HrP Functionality
WIFI-56107 [AX201.D2WG.SNVW] Driver install fail of RSE SKU CcP,HrP Functionality
WIFI-54505 [PIE Migration]Undefined value is set in the Wireless Mode of the registry ThP,JfP,CcP,HrP  Functionality
WIFI-36589 [DRTU] Can't Calibrate Tx for a long time CcP,HrP Functionality
WIFI-56135 [CML][19H1]WIFI connect auto disconnect after connect wireless route AP 5G and Idle system CcP,HrP Functionality
WIFI-38503 [CML][19H2] [FW Assert 0x4208]User encountered many WIFI disconnections as using Internet CcP,HrP Functionality
WIFI-56699 CLONE - [CML] [19H2] Disconnect internet suddenly during connect 2.4G AP to play Live broadcast or video files. ThP,JfP,CcPHIP | Functionality

-- uCode ASSERT (lmacID = 0x1, rtStatus = 0x91 [Move to Tx error during mpapd])

The following security issues are resolved in this release: see INTEL-TA-00402 which will be posted on Tuesday,
August 4th 2020.

Wireless Solutions Group

ThP,JfP,CcP,HrP  Security

Intel Confidential



Corrected Customer Issues since 21.80.6.2
21.80.8.1 driver only
SRy | summary L aw_ | issueType

WIFI-38800  [19H1] Client unable to establish AnyConnect VPN when Hyper-V and Virtual Switch enabled. ThP,JfP Functionality

WIFI-54505  [PIE Migration]Undefined value is set in the Wireless Mode of the registry ThP,JfP Functionality

WIFI-56084  [20H1] The wireless network connect fail to the AP with Encryption Type by TKIP ThP,JfP Functionality
CLONE - [CML] [19H2] Disconnect internet suddenly during connect 2.4G AP to play Live

WIFI-56699  broadcast or video files. -- uCode ASSERT (lmacID = 0x1, rtStatus = 0x91 [Move to Tx error during ThP,JfP Functionality
mpapd])

The following security issues are resolved in this release: see INTEL-TA-00402 which will be

posted on Tuesday, August 4th 2020. LR SEIENTS7
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Corrected Customer Issues since 20.70.17.2
20.70.18.2 driver only
S ke | summay | Hw__ | lssueType |

WIFI-39059 [WHL] The value of MCC was keep on 0x3030 after resume from S4 WsP, SfP Functionality

WIEI-56699 CLONE - [CML] [19H2] Disconnect internet suddenly during connect 2.4G AP to play Live broadcast or WsP. SfP

e video files. -- uCode ASSERT (lmaclID = Ox1, rtStatus = 0x91 [Move to Tx error during mpapd]) !
The following security issues are resolved in this release: see INTEL-TA-00402 which will be posted on WSsP. SfP
Tuesday, August 4th 2020. !

Functionality

Security

Wireless Solutions Group

Intel Confidential



Corrected Customer Issues since 19.51.29.1
19.51.30.1 driver only
SRy | summary L aw_ | issueType

The following security issues are resolved in this release: see INTEL-TA-00402 which will be StP / SAP Securit
posted on Tuesday, August 4th 2020. Y
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Extension INF/ Component INF
W wvesion | Swmmay | Hw

PieComponent.inf 21.1110.0.1  Time and date update HrP2/CcP2/JfP/ThP2/StP/WsP/SdP/StP
PieExtension.inf 21.1090.0.1 No change HrP2/CcP2/JfP/ThP2/SfP/WsP/SdP/StP
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DCRs-21.110.1.1

DCR 168 Complete support for wake patterns on Windows

DCR-480 GTK Rekeying in D3 for GCMP-128/256

DCR-627 Robust solution for 2.4GHz 40MHz noisy environment and long and frequent busy CCA
DCR-748 Customer specific DCR
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Software Known Issues and Limitations -21.110

Key -
n“

No known issues
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Product Health

21.110 Details

Connectivity

Platform

Data Path \ TpT
Miracast

SoftAP

BT-Coex

WiFi Device Power
Cert (WHQL)

Legend: <Color Guidelines>
Broken, Not usable Critical bug(s) or critical usability issues
Usable, major issues exist minimum 1 High P1. if >=5 High P1 — mandatory. Also If > 20 High - mandatory

I, usabe
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Notes on the DDD Debug Layout Usage

Included with the user distributed layouts is also a DDD debug layout. This layout incorporates debug capabilities to be used by
OEM validation teams to provide logs and information about an issue to Intel engineering.

This layout is not to be included on production systems or to be shared with end-user customers.

To use the DDD layout, follow the instructions below:

1)

2)
3)
4)
5)
6)

Clean the Windows event log by the following commands with administrator prompt.
wevtutilcl system
wevtutilcl application
wevtutilcl Microsoft-Windows-WLAN-AutoConfig/Operational
Install DDD release.
Perform test untilissue reproduction.
Note down the exact time when issue reproduced.
Disable WiFidevice in the device manager.
Copy all files below to share with Intel:
. "System.evtx" under C:\Windows\System32\winevt\Logs
1. "Application.evtx" under C:\Windows\System32\winevt\Logs
Ill.  "Microsoft-Windows-WLAN-AutoConfig%4Operational.evtx" under C:\Windows\System32\winevt\Logs

IV.  "WiFiLog-XXX.log" for ThP/JfP/CcP/HrP is under C:\ (for RS3/RS4) and C:\Windows\System32\Drivers\DriverData\Intel\Wlan
Out\RLG\WiFiLog and for legacy devices it is under C:\ (for RS5 or later)

V. "dddLog_XXX.bin" for ThP/JfP/CcP/HrP is under C:\Windows| Temp\DDDLogs\ (for RS3/RS4) and under
C:\Windows\System32\Drivers\DriverData\Intel\Wlan\Out\DDD (for RS5 or later). For legacy devices "dddLog_XXX.bin"is under C:\Windows\Temp\DDDLogs\ (for
RS5 or later)

VI.  "MurocLog.log" under C:\Program Files\Intel\WiFi\UnifiedLogging\
VIl.  "MEMORY.DMP" under C:\Windows\System32
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Abbreviations

CcP2 Cyclone Peak 2 Intel® Wi-Fi 6 AX200

HrP2 Harrison Peak 2 Intel® Wi-Fi 6 AX201

JfP1- DA Jefferson Peak 1 Diversity antenna Intel® Wireless-AC 9462

JfP1- SA Jefferson Peak 1 Single antenna Intel® Wireless-AC 9461

JfP2 Jefferson Peak 2 Intel® Wireless-AC 9560

ThP2 Thunder Peak 2 Intel® Wireless-AC 9260

WsP Windstorm peak Intel(R) Dual Band Wireless-AC 8265
SdpP Sandy Peak Intel(R) Dual Band Wireless-AC 3168
StP2 Stone Peak 2 Intel(R) Dual Band Wireless-AC 7265
StP1 Stone Peak 1 Intel(R) Dual Band Wireless-AC 3165
SfP Snowfield Peak Intel(R) Dual Band Wireless-AC 8260
WkP2 Wilkins Peak 2 Intel(R) Dual Band Wireless-AC 7260
WkP1 Wilkins Peak 1 Intel(R) Dual Band Wireless-AC 3160
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Intel Legal Disclaimers

Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or configuration will affect actual performance. Consult
other sources of information to evaluate performance as you consider your purchase. For more complete information about performance and benchmark results,
visit www.intel.com/benchmarks.

Estimated results were obtained prior to implementation of recent software patches and firmware updates intended to address exploits referred to as "Spectre" and
"Meltdown". Implementation of these updates may make these results inapplicable to your device or system.

The products described may contain design defects or errors known as errata which may cause the product to deviate from published specifications. Current characterized errata
are available on request.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document.

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. Performance varies depending on
system configuration. No computer system can be absolutely secure. Check with your system manufacturer or retailer or learn more at intel.com.

Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the referenced web site and confirm whether referenced
data are accurate.

Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and results will depend upon the setup and configuration of your hardware,
software and IT environment. To learn more visit: http://www.intel.com/technology/vpro.

Intel ® Active Management Technology (Intel® AMT) requires activation and a system with a corporate network connection, an Intel® AMT-enabled chipset, network hardware and
software. For notebooks, Intel ® AMT may be unavailable or limited over a host OS-based VPN, when connecting wirelessly, on battery power, sleeping, hibernating or powered off.
Results dependent upon hardware, setup and configuration. For more information, visit http://www.intel.com/content/www/us/en/architecture-and-technology/intel-active-

management-technology.html.
Intel, the Intel logo, Celeron, Centrino, Intel Core, Intel Atom and Pentium are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries.

*Other names and brands may be claimed as the property of others.

Copyright © Intel Corporation



http://www.intel.com/benchmarks
http://www.intel.com/technology/vpro
http://www.intel.com/content/www/us/en/architecture-and-technology/intel-active-management-technology.html
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BRANCH-QUT —1INF FILE WITH 2 SY3 FILES

« Both drivers (Netwtw08.sys and Netwtw10.sys) will have the same Driver Version but
different file names and file versions.

There is only 1 “DriverVer" string allowed in The ‘Driver File Details’ dialog will show
an INF file, so both drivers will report the the different binary name and different
same Driver Version in Device Manager File version for the 2 driver binaries

Intel(R) Wi-Fi & X207 160MHz Properties

Driver Fie Details
General  Advanced Driver Detals Events =-_ e Ty e
ﬁl Intel(R) Wi-F 6 AX207 160MHz Driver files:
. [ cawvi 32\DRVERS\Metwiw08 dat |

Driver Provider:  Intel 2 :\MUWQMSZDRNERS\@
Driver Date: 4/2772020 [ cawi 32\dn mwifibus. sys
JC:
Driver Versio g C:Windowslsystem32\ntellHVRouterQ8.dll
Digital Signer Intel Wireless Driver Examples of the Driver Version
binary name and File version.
View details about the installed driver files
Provider: Intel Corporatiol
Update Driver Update the driver for this device. L = e A
File version: 218034
Roll Bk Dnver | eviowsy palea drver
Copyright: ‘Copyright © Intel Corporation 2011
Digable Device Disable the device Digital Signer.  Microsoft Windows Hardware Compatibility
Uningtall Device Uninstall the device from the system {Advanced).

oK Cancel ':IOK
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